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Trademarks
The following are registered trademarks of Motorola: RIM-1I, SmartZone, SmartNet, ASTRO®.

Any other brand or product names are trademarks or registered trademarks of their respective holders.

The Genesis Group Trademark Information

GenWatch3® is a registered trademark of GenCore Candeo, LTD., a subsidiary of Burks Gencore Co., Inc.
D.B.A. The Genesis Group and Phil Burks.

Copyright
Copyright © 2011; Burks Gencore Co., Inc. D.B.A. The Genesis Group and Phil Burks. All rights are
reserved. No part of this publication or the associated program may be reproduced, transmitted, transcribed,
in whole or in part, in any form or by any means, whether it is mechanical, magnetic, optical, electronic,
manual or otherwise, without the prior written consent of Burks Gencore Co., Inc. D.B.A:
The Genesis Group and Phil Burks
601 Shelley Dr., Suite 202
Tyler, Texas 75701.

Includes technology licensed from Motorola.

Disclaimer

The GenWatch3 Installation & Quickstart Guide is printed in the U.S.A. Burks Gencore Co., Inc. D.B.A. The
Genesis Group and Phil Burks believe that the information included in this manual is correct; however, Burks
Gencore Co., Inc. D.B.A. The Genesis Group and Phil Burks reserves the right to alter, revise and make
periodic changes to the manual and its contents. Burks Gencore Co., Inc. D.B.A. The Genesis Group does not
assume responsibility to notify any person of such revisions or changes. While we have taken strides to
carefully examine our software and documentation and believe that it is reliable, the Genesis Group and Phil
Burks assume no responsibility for the use of the manual, or GenWatch3 software, nor for any patent
infringements or other rights of third parties who may use the manual or the GenWatch3 software. Burks
Gencore Co., Inc. D.B.A. The Genesis Group and Phil Burks make no representations or warranties with
respect to the contents or fitness for a particular purpose beyond the cost of the software paid by the end-user.

The software contains valuable trade secrets and proprietary information. Unauthorized use of the manual or
software can result in civil damages and criminal prosecution. As an end user, you agree to abide by and heed
these statements.

License

Title to the media on which the program is recorded and to the documentation in support of the product is
transferred to you, but title to the program, and all subsequent copies of the program, despite the form or
media in or on license is not a sale of the original or any subsequent copy. You assume responsibility for the
selection of the program to achieve your intended results, and for the installation, use, and results obtained
from the program.

Refer to the GenWatch3 Manual Overview for your full license. All license information contained on pages
4-7 (Book 600-2.3.0-AA.1) are to be considered as contained herein.

Support

Customer satisfaction is our number one priority at Genesis. We are here to provide you with the best
software possible, and we want to know when you have any questions, concerns or problems with
GenWatch3 so that we can make it a better product for everyone.

Refer to the Troubleshooting & Support section of the GenWatch3 Manual Shell (Book 600-2.3.0-AA.1) for
complete support and contact information.
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About this Manual

Goals

This document guides you through the GenWatch3 installation and initial setup
process. After you complete the steps in this document, you will be ready to
configure the input module(s) that GenWatch3 will use to communicate with your
system(s).

Who Should Read This Manual?

This document is written for an audience with an understanding of computer and
network administration. Specifically, anyone performing an initial installation of
GenWatch3 should read this manual.

How This Manual Is Organized

This manual is organized as follows:

e Installing GenWatch3: Describes the process of installing GenWatch3.

e Getting Started: Instructions on logging into GW_Alerts and beginning
the GenWatch3 evaluation.

e Configuring the GW_Security Module: Instructions on changing the
default Admin login.

e Configuring the GW_Archiver Module: Instructions on setting up data
archiving for reporting and historical data.

This manual contains the following images, used to indicate that a segment of text
requires special attention:

° \l.)AdditionaI Information: Additional information is used to indicate
shortcuts or tips.

o @ Warning: Warnings are used to indicate possible problem areas;
such as a risk of data loss or incorrect/unexpected functionality.
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Chapter 1 Installing GenWatch3

This chapter contains the following sections:

e Warnings: Provides some warnings about GenWatch3 configurations.

e Preferred Hardware Specifications for GenWatch3 Commander
Series: Describes the hardware configuration required for a GenWatch3
Commander Host and/or GenWatch3 client installs.

e Preferred Hardware Specifications for GenWatch3 Non-Commander
Series: Describes the hardware configuration required to support a
GenWatcha3 installation.

e Hardware Enhancement Options: Describes additional hardware
options.

e GenWatch3 Software Install: Provides detailed instructions for
installing and licensing the GenWatch3 software.

e Firewall Configuration: Describes the proper setup of the Windows
firewall.

Warnings

@ If you change the name of the GenWatch3 host computer, you must restart the GenWatch3
service.

@ You must install Microsoft SQL Server 2005/2008 on the host machine in order to create a
host/client install. SQL Server Express DOES NOT support remote user connectivity on its
databases. Microsoft SQL Server 2005/2008 DOES support remote user connectivity.

@ SQL Server® 2005/2008 is recommended for users that wish to archive data and run daily
reports. GenWatch3 is shipped with a freeware version of Microsoft SQL Server 2005 (SQL
Server Express). SQL Server Express is limited by maximum size of 3.5 GB of archived data.
When the maximum size is reached, the database will not be updated with new records and may
stop functioning.

@ The GenWatch3 machine must use an English-language version of Microsoft Windows
using the English language set.

\l) GenWatch3 Commander Host is supplied with SQL Server® 2005/2008. GenWatch3
Commander LE is only supplied with SQL Server Express. As such, LE owners will not be able
to have remote clients and will be limited to 3.5GB of Control Channel data.

@ The GenWatch3 machine (client or host) must be a member of a Microsoft Windows
network. GenWatch3 relies on DNS resolution for the TCP/IP and SQL connections that it uses.
If the machine running GenWatch3 is not a member of a network, the GenWatch3 software will
not function properly unless you follow the instructions below.
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\n) If you wish to use GenWatch3 on a machine that is not connected to a network, you must
install a loopback adaptor. A hardware loopback adaptor has been included with your GenWatch3
host machine. Connect the adaptor to the machine’s Ethernet port as shown below.

v

The Microsoft Loopback Adapter can be installed if a hardware adaptor is not available. To install
this software loopback adapter, follow the steps below.

Windows XP
1. Click Start.
2. Click Control Panel.
3. Inthe control panel, choose Add Hardware: This will load the Hardware Wizard.
4. Click the Next button.
5. Choose Yes, | have already connected the hardware and click Next.
6. Choose Add a new hardware device from the list and press Next.
7. Select Install the hardware that | manually select from a list and click Next.
8. Select Network Adapters from the list and click Next.
9. Under manufacturer, select Microsoft.
10. Select Microsoft Loopback Adapter from the Network Adapter list and click Next.
11. Click Next. Windows will install the loopback adapter.
12. Click Finish.
13. Do not customize the properties of this loopback adapter. It should work with the default

settings.

Windows Vista/7

1. Click Start.

2. Search for cmd.

3. Right-click cmd.exe and select “Run as Administrator” (click yes if a confirmation
dialog appears).

4. Inthe cmd window type hdwwiz.exe this will launch the “Add Hardware Wizard”.

5. Click the Next button.

6. Select “Install the hardware that | manually selected from a list (Advanced)” option
the click the Next button.

7. Select Network adapters from the Common hardware types list then click the Next
button.

8. Under the Manufacturer list select Microsoft, under the Network Adapter list select
Microsoft Loopback Adapter. Click Next.

9. On the next window confirm that Microsoft Loopback Adapter is the hardware selected
to be install then click Next to start installation.

10. Click the Finnish button to complete the process and close the Add Hardware Wizard.
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Preferred Hardware Specifications for GenWatch3 Commander
Series

The following hardware specification is used for both the GenWatch3
Commander Host and GenWatch3 Client.

GenWatch3 Commander Host/Client System Specifications

Z400 Workstation — from Hewlett Packard® (HP)

22-inch LP2065 Flat Panel Monitor

Microsoft® Windows® 7 Professional

HP Z400 US Localization kit

Intel Quad Core Xeon Processor W3520/2.66 GHz, 8 MB, 1066 MHz FSB
nVidia Quadro FX580 512MB PCI-E

4 Gigabytes (2x2048) DDR3-1333 RAM

HP 160GB SATA 10,000rpm SFF HD (1%)

HP 16X DVD+/-RW, Super Multi SATA

HP PS/2 Standard keyboard

HP PS/2 Scroll mouse

Microsoft® Office 2007 Basic (32-bit O/S only)

3/3/3 (parts/labor/next business day on-site) limited warranty

HP Silver Flat Panel Speaker Bar

1 Serial Port Standard, 2 is optional from HP (required by GenWatch3)
12 USB Ports

Integrated Sound Card

Integrated NIC

Purchased Separately

(Host Only) Microsoft SQL Server® 2008 Workgroup Edition
USRobotics Performance Pro 56K Modem — (Can be purchased from HP)
pcAnywhere® v11 or newer

(Host and LE Only) External Alarm Hardware (OnTrak ADU208)

(Host Only) RocketPort® Interface RS232 — 16 Ports 94100-2

(Host Only) RocketPort® Universal PCI 16-Port 99125-0

(Customer Supplied Optional) Network connectivity hardware such as
cables and hubs

e (Customer Supplied Optional) Printer and associated cables
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Minimum Hardware Specifications for GenWatch3 Non-
Commander Series
GenWatch3 requires, at a minimum, the following system specifications:

GenWatch3 Non-Commander Host System Specifications

e Intel Core™ 2 Duo Processor E6550/2.33 GHz, 4 MB, 1333 MHz FSB or
better.

e Memory (RAM) of 2 Gigabytes or greater.

e Hard Drive 60 Gigabytes available or greater (for archiving).

CD-ROM Drive,

Monitor with 1280 x 1024 or better resolution suggested.

Video adapter with 128 Megabytes of video RAM (DirectX compatible).

Sound Card with Speakers (capable of playing .WAV files)

(recommended).

Operating System: Windows XP Professional, Windows Vista/ 7.

One serial port per control channel that you wish to monitor.

One RF-modem and RIM-II for each system you wish to monitor.

Microsoft Office XP/2003/2007 for reporting.

@ If you will be installing GenWatch3 Host on a computer running Windows Vista, contact
GenWatch3 support or go here: http://www.GenesisWorld.com/WindowsVista for Windows Vista
specific workarounds and additional installation instructions.

GenWatch3 Non-Commander Client System Specifications

e Intel Core™ 2 Duo Processor E6550/2.33 GHz, 4 MB, 1333 MHz FSB or
better.

Memory (RAM) of 2 Gigabytes or greater.

Hard Drive 30 Gigabytes available or greater (7500+ rpm).

CD-ROM Drive.

Monitor with 1280 x 1024 or better resolution suggested.

Video adapter with 128 Megabytes of video RAM (DirectX compatible).
Sound Card with Speakers (capable of playing .WAYV files)
(recommended).

e Operating System: Windows XP Professional, Windows Vista/ 7.

e TCP/IP connectivity to the GenWatch3 Host machine.

e Microsoft Office XP/2003/2007 for reporting.

@ If you will be installing GenWatch3 Client on a computer running Windows Vista, contact
GenWatch3 support or go here: http://www.GenesisWorld.com/WindowsVista for Windows Vista
specific workarounds and additional installation instructions.
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Hardware Enhancement Options

There is no such thing as too much power. The following hardware options will
improve the performance of GenWatch3:

e Increase the hard drive speed beyond 10000 rpm: When archiving or
reporting on a great deal of data, the hard drive will sometimes become the
bottleneck of the system. This can lead to the processor waiting on the
hard drive.

e Increase the memory (RAM) beyond 2 gigabytes: When GenWatch3 is
processing data on a system with thousands of radio IDs and talkgroups, it
uses a lot of memory. If your machine needs more memory than is
available, it will begin using the swap file on the hard disk to store data
that should be in memory. Because the hard drive operates at a speed that
is up to 1000 times slower than memory, it is important to avoid hard
drive swapping.

e Increase the processor beyond 2.33 GHz per processor: If your
machine has a fast hard drive and plenty of memory, increasing the
processor will increase the performance of the machine.
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GenWatch3 Software Install

To begin the software installation process, insert the GenWatch3 CD into a CD
drive. The GenWatch3 setup program should launch automatically. If the auto-
run feature does not launch the program, browse to the CD’s root directory and
double-click on setup.hta.

Required Software

In order to support GenWatch3, the following components must be installed on
your computer:

e Microsoft DirectX 9.0c or higher

e Microsoft Data Access Components (MDAC) 2.8 or higher
e Microsoft SQL Server Standard or SQL Server Express*

e Microsoft .NET Framework 4.0

*Microsoft SQL Server Management Studio Express Edition is installed with
SQL 2005 Express

If your computer does not have Microsoft .NET Framework 4.0 installed, you will
see a screen similar to the one shown in Figure 1.1. Click Install to begin
installing .NET Framework 4.0.

Ly Microsoft MET Framewark 4 Setup o @ |

.NET Framework 4 Setup
Flease accept the license terms to continue, Micrasale

.NET

| Fs

MICROSOFT SOFTWARE

W
K .

I have read and accept the license kerms.,

Download size estimate: aMB
Dawnlaad tire estirates: Dial-Up: 0 minutes

Broadband: 0 minutes

Install
Figure 1.1 — .NET Framework 4.0 Installer.
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Preparing to Install

After the NET Framework 4.0 is installed, the GenWatch3 Installer will launch.
The Welcome screen in Figure 1.2 allows you to begin the installation process or
launch any of the installation guides included on the GenWatch3 CD.

Gen W.:‘tchj
Install GenWatch3
System Requirements
GenWatch3 Manual
GenesisWorld.com

Explore Drive
Exit

Figure 1.2 — GenWatch3 Welcome screen

When you click Install GenWatch3, the MDAC2.8 and DirectX 9.0c
prerequisites are verified. If either is missing, you will see the prompt in figure
1.3 listing the missing item(s). Click OK to install the prerequisites or Cancel to
stop the GenWatch3 installation.

Prerequisites E

The follawing prerequisites must be installed,
- MDAC 2.8
- Direcktx 9.0c

Cancel |

Figure 1.3 — Prerequisites

The installation of these prerequisite components may require you to restart your
computer. After a restart, the installer should resume the setup process
automatically. If it does not, browse to the GenWatch3 CD’s root directory and
double-click on setup.exe.
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Install Screens

At the Setup Type screen (Figure 1.4) choose the type of GenWatch3 installation
you wish to perform: Host, Client or Database Only. Click Next to proceed.

GenWatch 7z

INSTALLATION T
Setup Type
@ Host

Installs The GenWatch3 Service and Database.
Client tools are included on the GenWatch3 Host.

© Client
Instals the GenWatch3 Client Intedace.

) Database Only

Installs the GenWatch3 Database. SQL Server
2005 Express Edition will also be installed if no SQL
instance is detected.

Figure 1.4 — Setup Type screen

e Host: Select Host to install the GenWatch3 service and the GenWatch3
interfaces. If GenWatch3 will be installed on one machine, select Host.

¢ Client: Select Client to install only the GenWatch3 interfaces. These are
used to display information processed and stored by a GenWatch3 host.

e Database Only: Select Database Only to setup and initialize a
GenWatch3 database for use by a remote GenWatch3 host. The Database
Only installation must be complete before installing the GenWatch3 Host.
The GenWatch3 host should then be installed with the remote database
configured in the Database Options screen.

\l) A Database Only installation requires an instance of SQL Server. SQL Server 2005
Express Edition can be installed from the GenWatch3 CD.
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At the Destination Folder screen (Figure 1.5) review the installation location and
click Change to select a different folder. Click Next when you are satisfied with
the location to which GenWatch3 will be installed.

"Watch3

GenWatch?

INSTALLATIONNE

Installation Directory
GenWatch3 files will be installed to the following directory.

CA\Program Fies (x86)\Genesis\GenWatch3\

GenWatch3 Data Directory
GenWatch3 data will be stored in the following directory.
C:\ProgramData\Genesis\GenWatch3

GenWatch3 NetVista
Enable this option if you are instaling GenWatch3 in
conjuction with GenGET.

NetVista ) )
GenGET Database Server | ]

The database server name wil be used to
automatically setup the DSN required for reporting.

Figure 1.5 — Destination Folder screen

e Genesis strongly recommends installing GenWatch3 to the path C:\Program
Files\Genesis\GenWatch3 (C:\Program Files (x86)\Genesis\GenWatch3 on 64 bit systems). If
you wish to install GenWatch3 in a different location, please contact GenWatch3.
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The Database Options screen (Figure 1.6) allows you to choose an SQL Server
Instance to host the GW database. The selection will default to the local, default
instance of SQL Server if it exists. If there is not a default instance installed, the
<Install SQL Express> option will be available. Click <Browse for more> to
search the network for existing SQL Server instances. Click Next to proceed.

e 6
GenWatch?
INSTALLATION (0,
Database Options
Settings and archived data will be stored in a MSSQL

database. Please select the MSSQL Server you wish
to use forthis database.

SQL Server:  STUDIO2 -

SQL Server icati v

Please provide the sa password for this SQL Server.

SA Password: |

Figure 1.6 — Database Options screen

\l) GenWatch3 Commander Series Owners:
We have installed your databases to the following location:

Windows XP:
C:\Documents and Settings\All Users\Application
Data\Genesis\GenWatch3\Database\

Windows Vista/7:
C:\ProgramData\Genesis\GenWatch3\Database\
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The Admin Password screen (see Figure 1.7) prompts you to set the Admin
password. The Admin account is created during the installation and is used to
login to GenWatch3 when the installation is complete. Click Next to continue.

GenWatch?

INSTALLATIGN NG

Admin Password
The GenWatch3 Admin account will be created
during the installation with the password provided
below. The password must meet any local or domain
password policies.

Type Password: ||

Re-Type Password:

Figure 1.7 — Set Admin Password screen

o The password provided must meet the password policy in SQL Server. Some policies
require a combination of upper-case, lower-case, and numeric values.

@ GenWatch3 creates the Admin user in the GenWatch3 SQL database. This is not a
Windows login user.

The Installation Options screen (see Figure 1.8) allows you to select what
options you would like to enable or install.

Installation Options
Please select the features you would like to enable.

[¥] Dynamically Add Resources

Automatically save unit, talkgroup and system
information to the database. This option can
also be enabled in the Alias module.

Setup SNMP Master Agent

Install the GenGET SNMP Master Agent
Service. Required to transmit SNMP messages

from GenWatch3

[7] Setup RPC CAD

Install NobleNet Portmapper for TCP. Required
for certain CAD connections.

Figure 1.8 — Installation Options screen
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When all installation information has been collected, both host and client setup
types will show the Ready to Install screen shown in Figure 1.9. Click Install to
begin installing GenWatcha3.

& GenWatch3

GenWatch?

INSTALCATIGNNEE,

Install Type:
GenWatch3 Host

Installation Directory:
C:\Program Files (x86)\Genesis\GenWatch3\

Data Directory:

C:\ProgramData\Genesis\GenWatch3

Database Server
STUDIO2

Click Install to continue.

[ Back | [ nstal |

Figure 1.9 — Ready to Install screen

If you choose to install SQL Server Express you will see the screens in Figure
1.10 as SQL installs on the local machine.

quisit

ites
are components recited prio to nstaling S0L
L

Installin
netalls
5.
'SOL Server Component Update wil install the following components -
required for SQL Server Setup:

 Mictasoft SQL Native Clent Setup P
ctup Progress
“# Microsoft SOL Server 2005 Setup Suppart| P Prod!
The selected camponents are being configured
L5
Configuring components...
Product [ Status I
(5L Setup Support Files Sebp Finished
etup Fi
-
Registering product
(LTI}
R . s<bock | wots> || cand |

Figure 1.10 — SQL Server Express Installation
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If you choose to install SQL Server Management Studio Express you may see the
prompt in Figure 1.11. Click Run to continue with the installation.

' Open File - Security Warning

Do you want to run thizs file?

] Mame: . tudioExpressEditiont3oLserer2 005 SSMSEE.msi
=
i &9 Publisher: Microsoft Corporation

Type: Windows Installer Package
From: ChsQliervertManagementStudioExpressEdition,..

l Bun I [ Cancel

Always azk before apening thiz file

- While filzz fram the Internet can be uzeful, this file tppe can
patentially harm your computer. Only run software from publishers
wou brust, What's the risk?

Figure 1.11 — SQL Server Manager Express

Please wait while GenWatch3 installs. You will see a progress bar like the one
shown in Figure 1.12 that indicates the progression of the installation. You will
also see several DOS windows pop up and disappear in the background. They are
performing background configuration and are normal.

Install Type:
GenWatch3 Host
GenWatch3

| Please wait while Windows configures Genwatch3

<%

Time remaining: 2 seconds

Click Install to continue.

Figure 1.12 — Installation Progress screen
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Installation Complete

When the installation finishes, you will see the Installation Complete screen, as
shown in Figure 1.13. Click Finish to exit the setup program

GenWatchy

INSTALLATIDNICEH.

Click Finish to close.

Figure 1.13 — Installation Completed screen

You will notice that we have added GenWatch3 shortcuts to your desktop and
start menu. We have also entered GenWatch3 in the startup folder to ensure the
program starts with windows.

To launch the GW_Alert manually, double-click the GenWatch3 icon on your
desktop, or go to the Windows Start menu and navigate to Programs — Genesis
— GenWatch3— GenWatch3.

Please see the following chapters of this document for instructions on launching
and configuring GenWatch3.
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SNMP Configuration

This section describes the process of setting up the GET SNMP Master Agent
Service for use with GenWatch3. If you do not intend on using SNMP
functionality within GenWatch3, you may skip this section.

Browse to the GenGET Master Agent Settings directory using Windows Explorer
as shown in Figure 1.14. This directory may be hidden by default.
e Windows XP: C:\Documents and Settings\All Users\Application
Data\Genesis\GenGET\SNMPMasterAgentService\Master Agent Settings\
e Windows Vista/7: C:\ProgramData\Genesis\GenGET\
SNMPMasterAgentService\Master Agent Settings\

b <« SNMPMasterAgentService b Master Agent Settings

File Edit View Tools Help

Wy Organize ~ iews ~ [N Open \& Bumn
Favorite Links Name Date medified Type B Size
[R"1GET SNMP Master Agent Service Settings.e.. 9/21/2010 4:38 PM  Application 10KB
g B 12/21/200910:01 ...  Application Extens... 260 KB
9/21/2010 4:38 PM  Application Extens... 50 KB
- 9/21/2010 4:38 PM  Application Extens... 179 KB
1/4/2010 5:41 PM XML Decumen it 206 KB

Folders ~

Figure 1.14 —Master Agent Settings Directory

Run GET SNMP Master Agent Service Settings.exe (Windows Vista / 7 users,
right-click and Run as Administrator). This will display the configuration file
selector shown in Figure 1.15. Select the GET SNMP Master Agent
Service.exe.config file and click Open.

GenGET » SNMPMasterAgentService

Date modified Type Size
9/23/2010 3:58 PM File Felder
¢ GET ShiP Master Agent Service.exe.config  9/21/2010 1:20 PM CONFIG File 1KE
-
Meor
Folders ~
File name: GET SNMP Master Agent Service exe.corfig w  |Master Agent corfig files (GE =

Figure 1.15 — Configuration File Selector
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The Master Agent Settings window will be displayed after you select the
configuration file. Set the Local Address setting marked red in Figure 1.16.

Click OK to continue.

Community: public

Version

SHMPV

(Local Address: [1111 175

[C] SNMPv2

Engine 10: GETSMNMPMasterAgent

Trap Address: 255255 255 255

Security

[C] SNMPV3

User Name

Authentication Password

Protocol Privacy Password

Protocol

[ Add User ..

| [ Dekte |

[ ok

] [ Cancel

]

Figure 1.16 — Master Agent Settings

Now, you can start the GETSNMPMasterAgentService via the Computer
Management window (Figure 1.17). To access this window, right-click on My
Computer and select Manage. Then expand Services and Applications and
select Services. Select the GETSNMPMasterAgentService and click Start.

o
iz [ HE) » mn

& Computer Management (Local [ T2l Semices
4 System Tools
> @ Task Scheduler GETSNMPMasterAgentService

Start the service

% Device Manager
4 £ Storage

9 Disk Management
4 s Seni ations

& WMI Control
[ SQL Server Configuratic
{8 SQL Server Configuratic

Name

23 GETSNMPMasterAgentService

* |\ Extended { Standard

Actions
Services

More Actions

GETSNMPMasterAgentService

More Actions

v o v

Figure 1.17 — Computer Management

This completes the setup process for the GET SNMP Master Agent Service.
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Firewall Configuration

Windows XP/Vista

The following programs must be allowed through the Windows Firewall:
e GenWatch.exe — This is the GenWach3 service executable.
C:\Program Files\Genesis\Genwatch3\GenWatch.exe

e SqlServer.exe
C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL\Binn\sglservr.exe

The following ports may also need to be allowed through the Windows Firewall:
e TCP 9130, 9131 — These ports are required to connect to Topaz devices.

To access the Windows Firewall setting within Windows XP:
Control Panel > Windows Firewall - Exceptions tab

To access the Windows Firewall setting within Windows Vista:
Control Panel - Windows Firewall -
Allow a program through Windows Firewall

To add a program to the windows firewall exception list:
1. Click Add program... to display the Add a Program dialog.
2. Click Browse... and navigate to the directory with the target executable.
3. Click Open on the Browse window and OK on the Add a Program
window

-Bmwse ==

General | Exceptions | Advanced

Exceptions control how progrems communicate through Windows
program or port exception to allow communications through the fi

[ < Geness » Genbitcr3 e flseme o
= Vi B alde 2

Name Date modified

H GenWatch.exe 1/11/2010 4:15 PM

o

Favorite Links

[E| Documents
B Music
B Pictures
| Public

Windows Firewall is currently using setting
Wihat are the risks of unblocking & proarai

Add a Program

To enable an exception, select ts check bl coiect the program

Program or part listed, and then ciic [%‘ Recently Changed
Searches
. . Programs: .
@ . - P % Recent Places
R
o - ™ - il Deskicp
~ i Soile 8l Computer
o * vesonn
- . Folders ~
@ - 4 T b
e
e s ——

Add program... ||| Addport... C:\Program Files Broadcom\BACS \BACS  exe

Motify me when Windows Firewall blod

-
¥
F

Figure 1.18 — Adding a program exception to Windows Firewall
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Windows 7
The following programs must be allowed through the Windows Firewall:

e GenWatch.exe — This is the GenWach3 service executable.
C:\Program Files\Genesis\Genwatch3\GenWatch.exe

e SqlServer.exe
C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL\Binn\sglservr.exe

To access the Windows Firewall setting within Windows 7:
Control Panel > Windows Firewall - Advanced Settings

To add a program or port range to the windows firewall exception list:
1. Click Inbound Rules... to display the inbound exceptions list.
2. Click New Rule... to launch the New Inbound Rule Wizard.
3. Follow the instructions within the New Inbound Rule Wizard. When
complete, the new program or port exception will appear within the
inbound exceptions list.

W Windaws Firewall with Advanced Security [ ]

Eile Action Yiew Help

«=% 716 =2 HE

# g A
LY Narne Group - Profile || Inbound Rules -
B Connection Security Rules 3 [a‘.i Mew Rule..
» B Monitoring T Filter by Profile 3
T Filter by State 3
T Filter by Group 3
Wietw »
@ Refresh
& Exportlist..
H Help

o000 OPOORPOOOOOOOGE

||« n B

Figure 1.19 — Windows 7 Firewall Advanced Settings

Please see the following chapters of this document for instructions on launching
and configuring GenWatch3.
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Windows Server 2008

The following programs must be allowed through the Windows Firewall:

e GenWatch.exe — This is the GenWach3 service executable.
C:\Program Files\Genesis\Genwatch3\GenWatch.exe

e SqlServer.exe
C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL\Binn\sglservr.exe

To access the Windows Firewall setting within Windows 7/Server 2008:
Control Panel > Windows Firewall - Change settings

To add a program to the windows firewall exception list:

1. Click the Exceptions tab... to display the exceptions list (Fig 1.20a).

2. Click Add program... to launch the Add a program window (Fig 1.20b).

3. If the desired program does not display in the Programs list click on the
Browse.. button to navigate to program executable desired (ex.
C:\Program Files\Genesis\GenWatch3\GenWatch.exe). Select the .exe file
of the program you would like to add then click the Open button (Fig
1.20c), this add the program to the exception list and checks it to be
exempt.

# windows Firewall Settings

General Exceptions IAdvanced ]

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the domain network location,
wWhat are the risks of unblocking a program?

To enable an exception, select its check box:

Program or port |
[JBITS Peercaching

[ COM+ Metwork Access

Core Metworking

[ pistributed Transaction Coordinator

[File and Printer Sharing

GenWatch.exe

[JisCsI Service

[JKey Management Service

[ netlogon Service

[ Network Discovery

[Jperformance Logs and Alerts

[JRrRemote Administration

Remote Desktop ~|

Add program... Add port... | Properties I Delete |

™ Motify me when Windows Firewall blocks a new program

OK I Cancel I Aoply I
Figure 1.20(a) — Windows Server 2008 Firewall Exceptions

Please see the following chapters of this document for instructions on launching
and configuring GenWatch3.
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Add a Program [ |

Select the program you want to add, or click Browse to find one that is not
listed, and then click OK.

Programs:

@’Problem Reports and Solutions

_1 SQL Server Error and Usage Reporting
»}avSQL Server Management Studio Express
(215QL Server Surface Area Configuration
[35]Windows Contacts

Path: l C:\Program Files\Internet Exploreriiexplore.e Browse... I

Change scope... | OK | Cancel I
Figure 1.20(b) — Add a Program window

' [ ~ Program Files ~ Genesis » GenWatch3 ~ v lmJ I
Organize v 25 Views v New Folder
Favorite Links MName * |-| Date modified |.[ Type |.] Size
Backgrounds 1/28/2011 2:34 PM  File Folder
B Desktop . Help 1/28{2011 2:34 PM  File Folder
1M Computer . InfoPages 1/28{2011 2:34 PM  File Folder
F[ Documents . Reports 1/28/2011 2:34 PM  File Folder
EE Pictures . SkyView 1/28§2011 2:34 PM  File nlder
ED Music Application
) Recently Changed
![8 Searches
Public
s
Folders A 4] | »

File name: IGenWatch.exe L! IAppIications (*.exe;".com;”icc j

Open I

Cancel I

Figure 1.20(c) — File Browser
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Chapter 2 Getting Started

After you install GenWatch3 on your machine, you are ready to configure your
GenWatch3 modules for operation on your system. Follow the steps below to
configure GenWatch3:
e Chapter 2: Loading GW_Alerts
e Chapter 2: Logging into GW_Alerts
e Chapter 2: Loading GW_LaunchPad
e Chapter 2: Activating the GenWatch3 license (skip if your machine
came pre-licensed)
Chapter 3: Configuring the GW_Security module
e Chapter 4: Configuring the GW_Archiver module (if you purchased
GW_Archiver)

Loading GW_Alerts

GW_Alerts is a System Tray application. This means that this application does
not display a form while it is running. Instead, it shows an icon in the Windows
System Tray (the bottom-right area of your desktop next to the time). GW_Alerts
will show one of the following icons:

e & Thisicon indicates that the GW_Alerts application is running and is
currently connected to the GenWatch3 service.

e & Thisicon indicates that the GW_Alerts application is running and is
not currently connected to the GenWatch3 service.

The GenWatch3 Installer places a shortcut to GW_Alerts in the Startup folder of
your Windows Start menu. This means that when Windows starts up (after
reboot, power off, etc), Windows loads GW_Alerts automatically.

If you do not see one of the above icons in your Windows System Tray, you may
need to start GW_Alerts. To start GW_Alerts take the following steps:

1. Click on the Windows Start button

2. Click on All Programs (or Programs in some versions of Windows)
3. Click on Startup
4

. Click the GenWatch3 icon & Gentatch3 - This will load GW_Alerts
and show one of the above icons in the System Tray.
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Logging into GW_Alerts

The first step to running GW_Alerts is logging in. After you (or Windows) load
GW_Alerts, you will see the following screen:

Usemame: IAdmin

Pazzward: I

Enter the Host machine name:

IEnter Host Mame Here

Set Databaze machine name for Host:

[zetting thiz option will change database for host)
Mote: The Databaze kachine Mame option can
only be changed by ddmin uzers and will forcibly
cloze all connected Gertw atch3 screens,

Laogin | Cancel | Advanced << |

Login Status

Figure 2.1 — GenWatch3 Login Screen

This screen contains the following items or note:

Username: GenWatch3 user name you wish to login with. This box will
contain the user name that last logged in.

Password: Password of the GenWatch3 user entered in Username.
Host Machine Name: Enter the GenWatch3 Host machine name here.
This entry is “remembered” after the initial login.

Database machine name: This is the machine that is hosting the
GenWatch3 database. This entry is only required if you wish to change
the database host.

Cancel: Click this button to cancel login and not load GW_Alerts
Login: Click this button once you have entered or verified the
GenWatch3 database machine name, Username, and Password.
Advanced: Displays or hides the host and database entry fields.

\!n) GenWatch3 uses your login information provided in this login screen for GW_LaunchPad
and all other GenWatch3 screens. Click onthe = button in GW_LaunchPad to change users.
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Loading GW_LaunchPad

GW_LaunchPad is your entry point for GenWatch3, therefore important to all
GenWatch3 users. From it you will launch all modules, configure database and
host settings, and manage your license. GW_LaunchPad will automatically load
each time you login to GW_Alerts.

To load GW_LaunchPad, follow the steps below:

1. Right-click on the GW_Alerts icon in the Windows
System Tray (see above section for more information
on GW_Alerts): This will show the GW_Alerts Exit
menu.

2. Click LaunchPad in the GW_Alerts menu: This will load
GW_LaunchPad. (If you have not activated your license the GenWatch3
License Manager will load in place of GW_LaunchPad. See the section
below to activate your license)

LaunchPad

\En) You can also load GW_LaunchPad by double-clicking the GW_Alerts icon in the Windows
System Tray.
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Activating the GenWatch3 License
You must activate the GenWatch3 license in order to evaluate GenWatch3 or to
set the product as Released after you purchase a license. To activate your license
for GenWatch3, follow the steps below:

1.

N

ok~

9.

10.

Login to GW_Alerts. If GenWatch3 is not licensed, the Activate
Product(s) window will load directly. If GW_LaunchPad loads, click the
View License button and then Activate Product(s).

Select the ENTIRE code in the Request Code box.

Right-click on the selected code: This will show an edit pop-up menu
with options including Copy.

Choose Copy from the edit pop-up menu.

Open your email application and create a new email to
Support@GenesisWorld.com.

Right-click in the body of the email: This will show an edit pop-up menu
with options including Paste.

Choose Paste from the edit pop-up menu: This will paste your Request
Code into the email exactly as it was on the Activate Product(s) window.
Also include in the email your company name and your contact
information and/or GenWatch3 PO number.

Send the email.

Contact Genesis support (see the Support section of this manual): They
will assist you with the rest of the activation process.

7 GenWatchd License Viewer o || = [ E2

Activate Product(s) | Refresh License Deactivate License

- License
i Wersion: 3.22.0
i Package: Genwatchd
i Customertame: Comppeshes
- PurchasedFrom: Gene| ¥ Activate Product(s) =@ =
ReagistrationMumber: 1

StartDate: 11/13/201 product! Once your invoice has been paid, all you need to
i LastContact 1713720 do is contact Genesis at [303) 561-B673 or email yaur

i Branding: Genesis support contact and provide the code below. They will send
- WACNS you a icenseupdate lic fils to place on yaur desktop [click
. . button below to browse there). Use the dialog opened by the
il S button below to select this licenseupdate fic file. Once
B~ Modules selected, this screen will pass the license information to the

Thank you for deciding to activate or enhance a Genesis

host service and update your licenss!

i 7 F - 959F-9B4D-76B3

| Browse to licenseupdate lic file

| Cortiriuie |

Figure 2.1 — GenWatch3 License Viewer
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Chapter 3 Configuring the GW_Security Module

What is GW_Security?

The GW_Security module provides functionality for managing users of your
GenWatch3 software. This includes creating, deleting, editing, and managing
roles for users.

The GW_Security module provides the user Admin with a default password of
Genesis13. The role of this user is to allow you to log into GW_LaunchPad and
GW_Security with full administrator access. The first step here will be to change
the password for the user Admin. This is important because anyone who reads
this document will know the default password for Admin.

@ As with all passwords, keep your GenWatch3 password in a safe place! If you do lose or
forget your Administrator password, you will need to get your Database administrator to log into
SQL Server and reset the password for the Admin login.

Loading the GW_Security Edit Screen

Load the edit screen for the GW_Security module by following the steps below:
1. Launch the GW_LaunchPad (see Loading GW_LaunchPad in Chapter 2
of this book).
2. Locate the GW_Security module icon in the Modules list. The
GW_Security module uses this icon:

3. Double-click the GW_Security icon: This will load the GW_Security
GUL.
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Changing the Password for the Admin User

Change the password for the Admin user by following the steps below:
1. Load the GW_Security GUI (see the above section).
2. Click the Users button on the left of the window: This will show the user
administration panel to the right of the window.
3. Select the Admin user from the user list.
4. Click on the Change Password button.
5. When prompted, enter the current (initial) password for Admin (Genesis13

by default).

6. Next, enter the desired new password and confirm the password.
7. Click OK to finish changing the password.

8. Close the GW_Security GUI by clicking the # button.

Gankyateh 5“/ SECURITY

Press|Filfor Help E]

A

User Names
Admin
Fire Dispatcher User Name PoliceDispatcher Add New
users _ [ pkd Now |
- ..\ Role [Dpaten ~| [ Update |
Unit of Measure Imperial (US) -
ROLES _\ | Change Password |
of
Group Flter (Goups in this st will be visible fo #his user)
ACTVITY = : ISSvgtem Display ID Alias E’?a[: Location
HISTORY (N2 v N Teooo0t [ Police POT3 City of Tyler
1404 TE00005 |MUTFDTP..|MUT-1 City of Tyler
CURRENT
o
usens ta = :
|(‘ to Module: Yes |

Figure 3.1 - GW_Security_Screen

\l> At this time you can create any other users that are necessary for your particular system. If
not, you can always come back to the GW_Security module and create them later. For more
information on the GW_Security module, see the GenWatch3 Core Manual.
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Chapter 4 Configuring the GW_Archiver Module

What is GW_Archiver?

The GW_Archiver module stores control channel packets into data files. Each
type of packet is stored in its own table within an SQL database. These databases

are queried by the GenWatch3 Reporting Tools.

Since archiving is disk-intensive and can easily consume a large portion of your
hard drive, all packet types are set not to archive by default. You will need to
activate archiving for the packet types that you wish to store.

The section below describes how to activate archiving.

ety AﬁcHIVEﬁ/ e (I

System Id: | 1404 (System 1404) -

Packet Types || Purging

Affiliation Requests
Affiliations

AMSS Site IDs

BSls

Busies

Call Aletts
ChangeMe Requests
Channel Assignments
Control Channel
Comupt Packets
Deaffiliations

- Select All
Unselect

m

| Connected to Medule: Yes |

Figure 4.1 — GW_Archiver Screen
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Loading the GW_Archiver Edit Screen

Launch the edit screen for the GW_Archiver module by following the steps
below:
1. Launch the GW_LaunchPad (see Loading GW_LaunchPad in Chapter 2
of this book).
2. Locate the GW_Archiver module icon in the Modules list. The
GW_Archiver module uses this icon:

3. Double-click the GW_Archiver icon: This will load the GW_Archiver
GUL.

Choosing Archived Packet Types

The GW_Archiver GUI allows you to choose which packet types to archive.
Selecting which packets to archive allows you to store the information you want
for longer periods of time than if you were archiving everything. For instance, if
you only cared about emergency alerts, you could likely store them for many
times the life of your system, where if you were archiving everything, you could
only store six months’ to a year’s worth, depending on your system activity.

Follow the steps below to select your archived packet types:
1. Click the Packet Types button. This will show the Packet Types panel.
2. Check the box for each packet type that you wish to archive. You can also
click the Select All button to select all packet types.
3. Click the Update button.
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Choosing Purging Options
The GW_Archiver module can purge each table in its SQL database at different
intervals. Purging is the process by which old information is removed from the
database in order to conserve disk space and to increase query efficiency. If you
never want to purge a particular table, then leave that table’s purging option as —
Never—, otherwise, select the interval on which you wish to purge the table.

\ln) The options available in the Purging tab are limited by the GW_Archiver section of your
GenWatch3 license. If you would like to archive data longer than your options allow, please
contact GenWatch3 support to learn how to increase your archiving options.

In most situations, setting all tables to be purged at the same time is the best
option, as it will give you a consistent view of your database (you will have the
same timeframe in the database for all types of data). However, like with
selectively archiving packets, you may be able to get more out of your disk space
by selectively purging. For instance, if you really care about emergency alarms,
you could set them to purge every year, and then set high throughput data, like
calls and affiliations, to purge at one month. By purging high throughput data
sooner, you are able to store other data types for longer periods.

Follow the steps below to setup archived data purging:
1. Click the Purging button. This will show the Purging panel.
2. Select the interval for each archive table, or set all purge intervals the
same at the bottom of the panel.
3. Click the Update button.

Conclusion

Your GenWatch3 solution is now ready for input. Please refer to the GenWatch3
module book that pertains to your system’s data stream. Refer to the list below
for a list of system types and their related module books:

e Motorola Type Il SmartNet or Single-site SmartZone: GenWatch3

GW_RIMII Book.

e Motorola Type Il/Dimetra SmartZone: GenWatch3 GW_ATIA Book.

e P25: GenWatch3 GW_RSP25 Book.

e AMNP: GenWatch3 GW_ANMP Book.

If your GenWatch3 package includes the GW_Halcyon module (for RCM and
CAD), please reference the following book for additional setup:
GenWatch3 GW_Halcyon Book
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